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FOREWORD

This document was prepared by the Certification Body of the UK IT Security
Evaluation and Certification Scheme (the Scheme).

Evaluations under the Scheme are performed by CommercialL Evaluation Facilities
(CLEFs). CLEFs are managed and staffed by commercial organisations which have
been appointed under the Scheme. This document specifies the rules for
appointing new CLEFs and their continuing operations.

P.M.Seeviour
Senior Executive
UK IT Security Evaluation and Certification Scheme

Correspondence in connection with this document, including requests for
additional copies, should be addressed to:

Certification Body Secretary

UK IT Security Evaluation & Certification Scheme
PO Box 152

Cheltenham

Glos GL52 5UF

United Kingdom

Telephone: +44 1242 238739

Facsimile: +44 1242 235233
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AMENDMENT RECORD

Amendments to this document will be published as and when required. The
amendment record shall be maintained so that it indicates all changes made to the
latest issue of the document.
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Number incorporated)
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Chapter 1. INTRODUCTION

CLEF Appointment

1.1. Evaluations wunder the UK IT Security Evaluation and
Certification Scheme (the Schene) nust be perfornmed by
Commercial Evaluation Facilities (CLEFs) which are managed
and staffed by commercial organisations and are appointed
by the Certification Body (CB) of the Schene.

1.2. Appointnents are either Provisional or Full. The fornmer is
granted to allow evaluations to be perfornmed and nonitored
so as to enable the appropriate UKAS accreditation to be
awarded; a Full Appointnment is granted to cover future
eval uati ons whose Assurance Level falls within the scope of
UKAS accreditation.

1.3. CLEFs are subject to basic requirenents and rules of
operation specified in detail in this docunent, which form
part of the conditions of appointnment. These rules govern:
a. Quality and Managenent;

b. Security and Confidentiality;
C. Staff Qualifications and Trai ning.

1.4. This docunent sets out the objectives, assessnent criteria
and requirenents for evidence for a Conpany wi shing to be
appoi nted as a Commercial Evaluation Facility (CLEF).

1.5. It is assuned that the reader of this docunent is famliar
W th t he principles of security eval uati on and
certification as described in UK Scheme Publication No. 1
(UKSP 01 - Description of the Schene) [A] and the IT
Security Evaluation Criteria (I TSEC) [B].

Criteria

1.6. Evaluations are currently carried out according to the
criteria defined in the ITSEC [B], using the nethodol ogy
specified in the IT Security Evaluation Manual (ITSEM [ (]
and UK Schene Publication Nunmber 05 [K]

1.7. Evaluations to the Common Criteria [L] are expected to

commence towards the latter half of 1997 follow ng the
antici pated successful conpletion of its trial. The Conmon
Criteria represents the outcone of international efforts to
develop and align both European and North Anerican
criteria. Thi s al i gnnent has ensur ed a broad
correspondence between | TSEC and Common Criteria concepts
thus protecting current investnent in |ITSEC eval uati ons.

G ven sufficient effort during the evaluation, it is
expected that the Certification Body will be able to issue

3 February 1997 UKSP 02 Issue 3.0 Page 1



1.8.

Term

1.9.

1.10.

Fees

1.11.
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certificates against both I TSEC and Common Criteri a.

As a consequence of the developnent and alignnment of
criteria, the Common Criteria does not always use the sane
term nology as the ITSEC to describe simlar concepts.
UKSP 02 (this docunent) has been witten on the basis of
CLEF appointnents granted to all ow UKAS accreditation for
eval uations to | TSEC. These | TSEC concepts shoul d be taken
to extend to the broadly corresponding Common Criteria
concepts.

nol ogy

The term nol ogy used in relation to the appoi ntnment process
follows that of "The Conduct of NAMAS Assessnents" [F],
al t hough t hroughout Scheme docunents the term ' Sponsor'
refers to the person or organisation that requests an
eval uation. This equates to the '"client' in United Kingdom
Accreditation Service (UKAS) terns.

Wthin the ITSEM [C] the term ITSEF (IT Security
Eval uation Facility) is used, and is defined as being 'an
organi sation accredited in accordance with sone agreed
rules (eg EN45001) and licensed by the Certification Body
to perform | TSEC security evaluations'. Wthin the UK, the
accreditation authority for EN45001 is UKAS and the term
CLEF is used instead of |ITSEF. For |egal reasons connected
with charging for Certification Body services, the word
appoi ntnent is used instead of |icense. CLEFs nust neet
the requirenents specified bel ow.

As from 1 April 1997, the Certification Body is
required to charge for its services which hitherto have
been provided free to CLEFs and Sponsors. Areas where fees
wll be levied in respect to CLEF appointnent are
identified in Annex D. UKAS Accreditation and Assessnent is
subject to the paynment of a fee, details of which are
avai l able fromthe UKAS Executive.

Structure of Docunment

1.12.

The docunent is organised as foll ows:
Chapter 1 provides an overview of the Scheneg;

Chapter 2 describes the process whereby a commercial
organi sati on can set up a CLEF;

Chapter 3 describes the appointnment and assessnent process
for new CLEFs;

Chapter 4identifies the rules pertaining to CLEF operation
not directly covered by UKSP 01 [A] (such as

Page 2 UKSP 02 Issue 3.0 3 February 1997
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training of new staff);

Annexes A-Cgive details of the training and assessnent of

Annex D

Annex E

Annex F

Annex G

Annex H

3 February 1997

eval uat or s;

identifies the areas where fees are payable in
respect of appointnments and the certification of
eval uati ons;

descri bes t he vari ous rol es within t he
Certification Body;

contains a diagram of a suggested CLEF managenent
structure;

contains a checklist for use in the application
and set-up phase for a new CLEF;

contains an outline CLEF annual report.

UKSP 02 Issue 3.0 Page 3
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Chapter 2. SETTI NG UP A CLEF

Basic Requirenments and Criteria

1.13. For Governnment work involving Protectively Marked
information a CLEF (and its ©parent conmpany where
applicable) nmust normally be under predom nantly UK control
(the Certification Body may consi der exceptions on a case
by case basis).

1.14. The primary business objective of a CLEF nust be
security evaluation under the Schene and it nust aim to
becone a stable community with m ni nrum staff turbul ence.

1.15. A CLEF nmust be able to operate as an autononous and
self contained unit, separate fromits parent conpany in
all day to day operational and adm nistrative aspects. It
is thus able to conduct its business w thout the parent
conpany being able to infer the identity of its Sponsors or
their projects (special channels should be established as
necessary to allow senior managenent of the parent conpany
appropriate oversight of the CLEF s activities wthout
conprom sing this general objective). Any arrangenent that
may conprom se the above principles nust be agreed by the
Certification Body.

1.16. To this end a CLEF nust be housed separately fromits
parent conpany, in a separate building or in an isolated
wing or floor of the parent conpany's prem ses and nust

have:
a. sufficient office furniture and fitments for it to
operate as a self-contained unit: a conference room and
nor mal office equipnent, such as word processing
facilities, photocopier etc;
b. its own adm nistrative and clerical support;
C. its own tel ephone nunber.

1.17. In addition, a CLEF nust nmeet the follow ng basic
requi renents; it nust have:
a. provision for a mnimm of three separate eval uation

cells, with room for expansion to at |east six;

b. sufficient suitably qualified and experienced staff,
as defined in Chapters 2 and 4;

C. its own conputing equipnent normally capable of
supporting several evaluation tasks. Provision nust also
be made for additional small conputers for task work, as
required, and also for facilities to run special evaluation
tools provided by the Certification Body, as required;
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d. a m ni mal har dwar e i nvestigation capability,
sufficient to satisfy a basic fault finding and correction
requi renment;

e. office space available for Certification Body staff,
when required;

f. communi cations facilities enabling rapid exchange of
information with the Certification Body and Sponsor (eg,
fax);

g. archive facilities capabl e of meeti ng UKAS

requi renents.

1.18. A CLEF nust be accredited as a testing | aboratory by
UKAS in accordance with the current NAMAS Accreditation
St andard, MLO [D], and the NAMAS Regul ations, ML1 [E] and
NI S35 [I], to performall tests specified in the Schedul e.
See paragraphs 3.14-3.32 for nore information.

1.109. A CLEF nust neet the requirenments of HMG s security
manual "Manual of Protective Security" [J] and nust neet
all security requirenents specified in paragraphs 2.18-2.35

bel ow.

1. 20. A CLEF nust conplete an appropriate level trial
eval uation to denonstrate that:
a. the evaluators are technically conpetent as defined in
par agraph 2. 36;
b. the managenent and adm nistration of the CLEF is
conpetent to fulfill its role in supporting an eval uati on.

Quality and Managenent

Managenment Obj ectives

1.21. The organi sational structure of a CLEF nust be such as
to achi eve and mai ntai n:
a. a sufficiently high standard of quality in all aspects
of its work, including a Quality WManual to UKAS
requi renents;
b. security;
C. task confidentiality.

The Quality Manua
1.22. A CLEF nmust possess its own Quality Manual. Detailed

gui dance for the preparation of an appropriate Quality
Manual which confornms to UKAS requirenents can be found in

3 February 1997 UKSP 02 Issue 3.0 Page 5
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23.
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[q.

Particular attention nust be paid to the nmmintenance
of comercial confidentiality. For exanple, in describing
t he general arrangenents for performng quality audits, the
Quality Manual must specify the procedures whereby
proprietary information bel onging to CLEF Sponsors and the
results of evaluation (in particular the nature of any
vul nerabilities found during evaluation) are not rel eased
to i nappropri ate or unaut hori sed I ndi vi dual s or
or gani sati ons. This aspect of CLEF security is known as
"task confidentiality".

Speci fi ¢ Managenent Rol es

1. 24.

1

1

1

1

1

25.

26.

27.

28.

29.

A suggested nmanagenent structure for a CLEF is
descri bed here, and shown diagrammtically in Annex F.
Ot her structures will be acceptable, provided that they
satisfy the managenent objectives; the followng 1is
therefore offered purely as a guide for new CLEFs.

In this suggested structure, each CLEF is headed by a
Controller who has overall nmanagenent responsibility for
the CLEF. The CLEF Controller is directly supported by:
a. a Techni cal Manager;

b. a Quality Assurance Manager

C. a Busi ness Manager;
d. an Adm ni strati on Manager;
e. a Security Manager.
Eval uation tasks are perforned by small teans of

eval uators (generally 2 or 3 people) each with a nom nated
Task Leader who reports to the Technical Manager.

A Conput er Manager and Met hods Advi ser also report to
t he Techni cal Manager.

Al | clerical staff, such as receptionists and
t el ephoni sts report to the Adm nistrative Manager.

Certain of these roles may be undertaken by the sane
person, provided no conflict of interest exists between the
different roles. For exanple, as would be the case if the
Qual ity Assurance Manager also performed eval uation tasks
and where this does not |jeopardise the effective
performance of any task or where the burden becones too
great for one individual.

Security and Confidentiality

Page 6 UKSP 02 Issue 3.0 3 February 1997
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30.

31.

32.

33.

UK IT Security Evaluation & Certification Scheme
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Al'l CLEFs nust be capable of perform ng evaluation
tasks for HMG in addition to purely comercial work. They
are therefore required to be set up and to operate in
accordance with the requirenents of HMG s security manual
"“Manual of Protective Security" [J].

“"Manual of Protective Security" requires approved
conpani es to appoint a Security Controller and to operate
in accor dance Wi th docunent ed Conpany Security
Instructions. |t places requirenents and constraints for
exanpl e on:

a. the security of prem ses;

b. t he cl earance of staff;

C. t he nmovenent and handling of docunentation;

d. the novenment of visitors into, within and out of

secure prem ses.

The requirenents of "Manual of Protective Security"
provide for the security of HMG Protectively Marked
i nformation.

Al'l CLEFs nust operate in such a way as to preserve
strict commercial confidentiality. These security and task
confidentiality requirenents are specified in the follow ng
par agr aphs.

The Security Manual

1. 34.

1

1

35.

36.

There nmust be a nom nated person within the CLEF with
overall responsibility for the security of the CLEF and the
production of a CLEF Security Mnual. There is a
requi rement on all CLEF staff to maintain records so that
adherence to the Security Manual can be audited as
requi red by the Security Manager, and by the Certification
Body and UKAS assessors.

The Security Mnual nust set out the procedures and

responsibilities to be undertaken by all CLEF staff to
mai ntain the high degree of security required to protect
commercially sensitive information. It nust specify

procedures for:
a. Physi cal Security;
b. Personnel Security;
C. I nformation Security.
Wth regard to information security, the Manual nust

cover the handling of comercially sensitive information in
what ever formit is held.

3 February 1997 UKSP 02 Issue 3.0 Page 7
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1.37. The Manual nust further address the neans for:
a. identifying (and authenticating) staff and visitors;
b access control to the CLEF prem ses, and the

i ndi vi dual rooms within such prem ses, equipnent, cabinets
and i nformation;

C. accounting for the novenents of CLEF staff and
visitors;

d. periodic audit of the procedures;

e. dealing with security violations.

Physi cal Security

1. 38. The basic requirenments for physical security are set
out in paragraphs 2.1-2.5 and 2.7 above.

1.39. Each task nust be carried out so that task materi al
must be accessible only to authorised nmenmbers of the task
team It is permssible to use the sane area for nore than
one task at a tine, provided that the sanme staff are
involved in each task and that strict separation of
mat eri al between tasks is enforced.

Personnel Security

1.40. CLEF staff will be subject to the Oficial Secrets Act
and nust be vetted to at Ileast SC |evel. Speci al
clearances my be required for some tasks and as a
consequence sone staff may be subject to overseas trave
restrictions. All  CLEF staff wll need to sign a
CLEF-specific confidentiality agreenent. I ndi vi dua
agreenents may be required in sonme cases, in addition to or
replacing a general CLEF-sponsor confidentiality agreenent.

1.41. A CLEF nmust aimto become a stable unit with m ni num
turbul ence of its staff. However, the Certification Body
accepts that staffing levels may vary according to the
CLEF' s workl oad, and in the event of insufficient work such
staff will be permtted to perform non-CLEF work for the
par ent conpany, subj ect to rul es on commer ci al
confidentiality stated in UKSP 01 [A] and paragraphs
4.16-4.21 of this docunent.

Page 8 UKSP 02 Issue 3.0 3 February 1997
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I nformation Security

1.42.

1. 43.

1.44.

1.45.

1. 46.

Task
1.47.

Wher e CLEFs are i nvol ved in processi ng HMG
Protectively Marked information and where this involves
the use of |IT equipnent, that equipnment nust neet HMG s
m ni mum conputer security standards. CLEFs are not required
to neet any formal TEMPEST standards (unless required to do
so by a Sponsor, in which case the Sponsor nmay be expected
to bear any additional costs). Provision nust also be nmade
for processing material at high levels of Protective
Marking if required to do so by a Sponsor.

Secure communi cati ons equi pnment, approved by CESG nay
be needed for sonme tasks.

Provision nust be nmade for the secure storage and
archiving of magnetic nedia and docunents. This nust take
proper account of t he requi renents for handl i ng
Protectively Marked information. As far as practical, CLEFs
shoul d ensure that archive data can be retrieved in the
future as equi pnent and technol ogy progress.

Certain tools and techni ques used in CLEF work may be
given a Protective Mrking, and thus my not be used
outside the CLEF or wthout the prior approval of the
Certification Body.

At the term nation of an evaluation task, all materi al
supplied for that task nust be disposed of, as agreed
between the CLEF and the Sponsor: it may be retained by
the CLEF or destroyed, sent to the Certification Body for
their archives, or returned to the Sponsor. However, a
record of all information relevant to the tests perforned
must be retained; under UKAS rules, such records nust be
retained for a period not |ess than six years. These
records may be based on information contained in the
eval uation deliverables I|ist.

Confidentiality

The above neasures contribute to the mintenance of
task confidentiality. CLEFs may propose arrangenents that
preserve confidentiality, whilst allowng nore efficient
managenent of the work, to the Certification Body. Such
proposal s should also be acceptable to any Sponsors whose
tasks may be invol ved.

Staff Qualifications and Trai ning

Obj ecti ves

1.48.

The training of evaluators has the ideal of producing
qualified eval uators who:

a. understand the notion and principles of conputer

3 February 1997 UKSP 02 Issue 3.0 Page 9
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security;

b. have a thorough wunderstanding of the principles
underlying the I TSEC [ B];

C. can apply all criteria at any evaluation |evel
specified in the conditions of appointnent.

Eval uat or St at us

1. 49.

1. 50.

1.51.

1.52.

Initi

1.53.

In practice, individual evaluators will have differing
| evel s of expertise. The Schene recognises three | evels of
qualification:

a. Tr ai nee Eval uat or s, i.e. eval uat ors who have
successfully conpleted an initial training programme;

b. Qualified Evaluators, i.e. Trainee Eval uators who have
been assessed by the Certification Body to be capable of
contributing to an evaluation w thout detail ed supervision
(see paragraphs 4.29-4.32);

C. Seni or Evaluators, i.e. Qualified Eval uators who have
been assessed by the Certification Body to be capable of
successfully | eading an evaluation targeted at any |evel of
eval uati on w thout supervision (see paragraphs 4.33-4.35);

In addition, there is a fourth category, Provisional
Trainee, for those staff who have begun, but not vyet
conpl et ed, t he initial training progr anme for
qualification.

There are specific requirenents on the conposition of
evaluation teams for them to be permtted to perform
certain classes of evaluation wrk (see paragraphs
4.22-4.24).

The Certification Body holds a register of al
eval uators of any status, including Trainee and Provi si onal

Trainee. |t should be noted, however, that the status of
any evaluator (Trainee, Qualified or Senior), is only
recogni sed by the Certification Body within the context of
the Schene; eval uators nust not therefore claim

Certification Body endorsenent of their qualification to
perform work outside the Schene.

al Eval uator Training

Initial evaluation staff training is based on a set of
four nodul es:

ML - Basi c Security Concepts

\/ - Eval uati on Techni cal Approach

Page 10 UKSP 02 Issue 3.0 3 February 1997
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M3 - Pl anni ng and Taski ng
V4 - External Authorities.
1. 54. The objective of the initial training is to

famliarise the course attendees with the principles of
eval uation (both technical and managerial), the Scheme and

t he | TSEC.
1.55. Further details of the content of each npdule are
given in Annex A For new CLEFs, the training wll be

gi ven under the supervision of the Point of Contact (see
para 3.3), wth assistance from other nenbers of the
Certification Body as appropriate. Al evaluation staff in
a new CLEF will be considered to be Provisional Trainees,
unl ess they can denonstrate otherwi se. Once an candi date
eval uat or has satisfactorily conpleted nodules ML and M,
he/she is deened to be a Trainee Evaluator. Satisfactory
conpl etion of all four nodules, together with relevant QJT
experience, is required before a Trainee Evaluator can
becone a Qualified Eval uator. This will typically be at
| east six nmonths after achieving Trai nee status. Progress
of the staff of a new CLEF will be nonitored by the POC
during the trial evaluation.

1. 56. The eval uators who are to conduct the trial evaluation
must attend at l|east the first two npdules to attain
Tr ai nee Eval uator status.

Training for Senior CLEF Menbers

1.57. Seni or nenbers of a new CLEF (as detail ed in paragraph
2.13 above) should also attend all relevant nodules, or
shoul d have equival ent experience. Those senior nanagers
involved in the technical work, including technical
reviews, nmust attend all training nodul es.

The Trial Eval uati on

1.58. The purpose of the trial evaluation is to denonstrate
to the Certification Body that the CLEF is conpetent to
perform eval uati ons preferably up to | TSEC Assurance Level
E3 or Common Criteria EAL4 and hence to hold a Full
Appointnment. It is also wused as a basis for UKAS
assessnment. Details are contained in Annex B.
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Chapter 3. APPO NTMENT AND ASSESSMENT FOR NEW CLEFS

I nt roducti on

1.59. The appointnment of CLEFs is perforned by the
Certification Body. The award of a Full Appointnent wll,
in part, depend on the CLEF being accredited as a testing
| aboratory by UKAS. In addition to this the Certification
Body will need to satisfy itself that the CLEF is conpetent
in areas covered by the Full Appointnent, yet which fal
out side the scope of UKAS accreditation.

1. 60. Full Appointnments are thus awarded to interested
commerci al conpani es whi ch have been successfully assessed
by both the Certification Body and UKAS. Such appointnents
confirm that the CLEF is conpetent to perform security
eval uations to specific target evaluation | evels.

Poi nt of Cont act

1.61. The Certification Body will appoint one of its staff
as a Point of Contact (POC) for the CLEF. The POC wi |
have a thorough understanding of the Schene, and be able to
di scuss any problenms that may ari se. As far as possible
the Certification Body will strive to ensure that the sane
POC is responsible for processing a CLEF s application
through to the granting of a Full Appointnent, and
thereafter for dealing with the CLEF during the early years
of its nmenbership of the Schene.

1.62. The POC will also act as a Training Oficer who w |
provi de day to day technical support and direction for the
duration of the trial evaluation.

Awar d of Provisional Appointnment

1.63. An applicant conpany applies to the Certification Body
for a Provisional Appointnment. |t may do this at any tine
on its own initiative or in response to a general
invitation to industry fromthe Certification Body.

1. 64. The applicant conpany submts a proposal to the
Certification Body detailing how it proposes to set up and
manage a CLEF in accordance with the Schenme rules and the
requi rements and criteria stated in this docunent.

1. 65. If this proposal is accepted by the Certification
Body, then the applicant conpany is granted a Provi sional
Appoi ntnment to undertake a trial eval uation.

The Prelim nary Meeting

1. 66. As soon as practical after the granting of a
Provi si onal Appointnment, the POC will nmake a prelimnary
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visit to the applicant conpany to advise it in its
preparation for assessnment by the Certification Body and by
UKAS.

1.67. Thus the primary purpose of the prelimnary neeting is
for the Certification Body to advise the applicant conpany
upon the setting up of the CLEF. The neeting has the
further intention of introducing the various nenbers of the
Certification Body who will assist in the setting up of the
CLEF, and to clear up any difficulties or confusion about
t he appoi nt nent and assessnent process.

1. 68. The neeting will be chaired by the POC. A typi cal
agenda w || include:
a. i nt roducti ons;
b. an explanation of the set-up phase;
C. the relationship between the Certification Body and
UKAS;

d. di scussion of the significance of the CLEF Quality
Manual and the CLEF Security Manual ;

e. a review of the proposed tinetable for set-up,
training, the trial evaluation, assessnent and appoi nt nment;
f. information on requirenments and services of the
Schene.

1. 69. The POC will take no part in the UKAS assessnent, but
will be able to advise on the necessary preparations and on
ot her requirenents for evidence in respect of attaining a
Ful |  Appoi nt nent . He will be acconpanied during the

prelimnary visit by other nenbers of the Certification
Body, as required.

1.70. It is expected that further neetings will be held in
order to review progress. These will normally be chaired
by the POC.

Initial Training

1.71. The initial training programe outlined in paragraphs
2.36 to 2.45 above should be undertaken by the rel evant
personnel as soon as the POC is satisfied that the
arrangenents with regards to CLEF managenent, quality
assurance, security and t ask confidentiality are
sufficiently far advanced.

UKAS Accreditation

Cat egories of Accreditation
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A CLEF will be assessed for two categories of UKAS
test | aboratory accreditation, nanely:

Cat egory OPernmanent | aboratory (the CLEF) where the testing
facility is erected on a fixed location for a
peri od expected to exceed three years.

Category 1Site testing perforned by staff sent out on site
by a permanent |aboratory that is accredited by
UKAS.

A CLEF is required to be accredited to both categories
to performthe tests specified in the Schedule. Category
1 accreditation is a separate accreditation from Category
0O accreditation which nust be granted before the forner is
awar ded.

The criteria to be met for Category O accreditation is
described in [D] and [E]. Category 1 criteria 1is
docunmented in a further UKAS publication [H]. An
interpretation of the accreditation requirenents can be
found in NIS35 [I].

Schedul e of Accreditation

1.75.

1

1

76.

77.

The evaluations performed by a CLEF, and the
eval uation technical reports they produce, nust neet the
standards of technical conpetence and quality which fal
within the area of UKAS accreditation. The scope of
accreditation is specified in a Schedule of Accreditation
(the Schedule), submtted by the CLEF and prepared under
guidance from the Certification Body. This Schedul e
specifies the tests that a CLEF has been accredited to
perform and is |limted to tests that neet UKAS
requi renents for objectivity, inpartiality, repeatability
and reproducibility. It provides traceability to supporting
st andards and procedures.

The scope of accreditation includes the use of the
I TSEC [B] and I TSEM[C]. The Certification Body nmanages and
controls the set of (objective) tests for which CLEFs may
be accredited by UKAS, and the l|larger set of tests for
which they are appointed. When appropri at e, t he
Certification Body will agree an extension to the Schedul e
with UKAS, and will require new and existing CLEFs to seek
accreditation to the new Schedul e.

It is not possible to accredit all tests perforned by
a CLEF, as sonme aspects of security testing are not
conpletely objective. Such aspects minly arise in the
"effectiveness" criteria of the ITSEC [B], which are |ess
mature than other aspects of evaluation. Reducing the
subjectivity in testing for these criteria in particular,
is addressed in the IT Security Eval uation Manual (I TSEM
[C].
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1.78. Any further developnent of the ITSEC and | TSEM wil |
directly address the issue of objectivity in security
testing, but sone subjectivity is likely to remain. The

interpretation of these subjective elenents is carried out
by the Certification Body to ensure wuniformty and
correctness of evaluation procedures and consi stency and
conpatibility in the reporting of evaluation results.

1.79. In performing this role the Certification Body my
make an appointnent to cover all the tests that a CLEF
perforns, including those not accredited by UKAS. The
Certification Body operates a "rolling" Appointnent
Programme, through which it controls and manages both

a. the set of tests for which a CLEF nay be accredited by
UKAS, and

b. the larger set of tests for which a CLEF may be
appoi nted by the Certification Body.

1. 80. Accreditation by UKAS and t hese addi ti onal
requi renents together constitute appointnent by the
Certification Body.

1.81. This appointnment programme also provides a formal
mechani sm for change control to take account of the
continui ng devel opnment of the Schenme and its associated
docunent ation: new or nodified tests are first used under
Pr ovi si onal Appoi nt ment and then later under UKAS
accredi tation, once the scope of a new Schedul e has been
agreed bet ween t he Certification Body and UKAS.
Consequently, as the evaluation criteria and nmethods are
refined, the residual subjectivity of unaccredited tests
w |l be reduced, allowing the CLEF to extend the scope of
its existing accreditation.

1.82. It is likely that the changes to the Schedul e can be
handl ed as part of extended surveillance or reassessnent
visits conducted by UKAS (paragraphs 4.41-4.46).

Application for UKAS Accreditation

1.83. Before the trial evaluation can commence, the CLEF
shoul d make a formal application to UKAS for accreditation
as a testing |aboratory. UKAS will wuse the trial

eval uation as the basis for its assessnent and therefore
needs to be consulted at an early stage so that its fornal
assessnent can be scheduled to take place at suitable
points in the trial evaluation.

1. 84. The CLEF should conplete UKAS form MF101 and forward
this, together with a copy of the Quality Mnual and the
application fee, to the UKAS Executive. A copy of the CLEF
Quality Manual and CLEF Security Manual should be sent to
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the Certification Body once UKAS accreditation 1is
request ed.

Throughout its lifetime, a CLEF will deal directly
with UKAS on matters concerning its own accreditation. The

Certification Body will be able to advise on this aspect
during the early stages, but will take no formal part in
UKAS assessnent |eading to the award of accreditation. The
Certification Body wll, however, keep the results of UKAS

accreditation under review for appointnment purposes.

Conduct of UKAS Assessnents

1. 86.

1.87.

1.88.

1.89.

The UKAS assessnent and accreditation process is
conducted as an independent activity in accordance with its
standard procedures; they are described in detail in [F],
whi ch should be consulted for further informtion. The
process is concerned only with the general procedures of
the CLEF and makes no judgenent on the product in
eval uation at the tinme of the assessnent.

UKAS assessnents of CLEFs will be conducted by fully
trained UKAS assessors, who wll be tasked by UKAS
specifically for the purpose. The assessors will be civil

servants having appropriate security clearances and
security knowl edge. An assessor nmay be selected fromthe
menbers of the Certification Body, but if so, he will not
be engaged on certification work related to any eval uation
whi ch was used for the purposes of the UKAS assessnent.
Al so, the POC will not be involved in the assessnent.

Category 0O and Category 1 accreditation is necessary
for a full CLEF appointnent and nust therefore be conpleted
before the Certification Body can make its final decision
whet her to grant the Full Appointnment. In practice, the
Certification Body's appointnent activities continue in
parallel with the UKAS assessnent, wth the object of
reduci ng duplication of effort as far as possible.

Formal UKAS assessnent is expected to take place
during the latter stages of the trial evaluation; each
category of accreditation should be conpleted in one or two
days.

The Trial Eval uati on

1.90.

The CLEF should carry out the trial evaluation in
accordance with Annex B. It may be expected to | ast
between 3 and 4 nonths and should end with reporting of the
results to the Certification Body. The POC wll be

responsible for training the CLEF to carry out the tria
eval uati on.
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Granting of a Full Appointnent

1.91. Fol I owi ng the UKAS assessnent, the CLEF is required to
conplete the trial evaluation. |In particular a certifier
wll be tasked with considering the Evaluation Technical

Report in detail and whether the conduct and concl usi ons of
the evaluation were in accordance with the rules of the
Schenme and |ITSEC [B]. Assum ng UKAS accreditation is
granted, a Full Appointnment will only be given on the
positive recomendati on of the certifier. The Head of the
Certification Body will notify the CLEF of the outcone of
the Certification Body's decision and any conditions
af fecting the appoi nt nent.

Summary of the Application and Appointnment Process

1.92. A checklist for use with the above procedures can be
found at Annex G
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Chapter 4. CLEF OPERATI ON

I nt roducti on

1.93. This chapter defines rules which address the CLEF' s
day-to-day interaction with the Certification Body, the
conduct of evaluations, and the further training of
evaluators, after the award of a Full Appointnent.

1.94. Each CLEF nust have a close working relationship with
the Certification Body to ensure that the interactive
processes of evaluation and certification proceed snoothly.

This relationship will be fostered by informal contacts
with the Certification Body, through the POC and through
day-to-day work on eval uati ons.

Interaction with the Certification Body
Gener al

1. 95. A CLEF wor ks under appointnment fromthe Certification
Body, and thereby has access to certain Protectively Marked
tools, techniques, and information, as well as considerable
technical and other support fromthe latter. Because of
this, it is necessary to nmaintain very close cooperation
between the Certification Body and each CLEF, to ensure
that the evaluation tools, techniques and information are
confined to proper and controlled use within the eval uation
community and are appropriately protected. Equally it is
necessary for the Certification Body to be assured that the
activities of any CLEFs do not bring the Schene, other
evaluation facilities or the supporting HMG departnents or
agencies into disrepute. Consequently, the Certification
Body will maintain a close scrutiny of the conduct of the
CLEF work, both technically and adm nistratively, in order
to safeguard task confidentiality and conpliance with the

requi renents of "Manual of Protective Security" [J].

Certification Body Roles

1. 96. In order to facilitate managenent of contacts wth
CLEFs, roles have been defined within the Certification
Body, to which particular types of contact can be directed.
These roles are specified in Annex E.

General Liaison

1.97. The POC deals wth non-task-specific queries and
general CLEF matters.

Busi ness Li ai son
1.98. The Deputy Head of the Certification Body provides a
| i nk between prospective CLEF custoners and the CLEFs. To
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facilitate this, each CLEF nust provide himwth regul ar
busi ness reports (including prospective business). Such
reports will be treated in the utnost confidence, and which
w il ensure fair and equitable dealings with each CLEF. The
CLEF Progress Report provides the Certification Body with
an overview of the current CLEF business and the current
status of the CLEF with respect to the Schene, and permts
the CLEF to raise formally any specific concerns with the
Certification Body. The requirenents for this forum are
specified in UKSP 05 [K].

Advertisenents and Publicity

1.99. It is a condition of the appointnent that all proposed
adverts and publicity statenents intended to make nention
of the Scheme or Schenme work, nust be submtted to the
Certification Body's Publicity O ficer for prior approval.
The Publicity Oficer will normally give a response within
ten wor ki ng days.

Meet i ngs
CLEF Progress Meetings (CPM

1.100. CLEF Progress Meetings will be held at agreed regul ar
intervals. These neetings are to enable the Certification
Body to review progress of the CLEF on all Schene issues,
i ncluding technical issues relating to the current
eval uati ons. They are attended by CLEF staff and
representatives of the Certification Body. The CLEF w ||
submt the required copies of the CLEF Progress Report to
the CB Secretary at |east ten working days before the
meeti ng.

Eval uati on Progress Meetings (EPM

1.101. Eval uation Progress Meetings are called at the
di scretion of the Certification Body, the CLEF or the
Sponsor, for the purpose of reviewng progress on a
particul ar evaluation task; prior to the neeting the CLEF
wll issue the neeting agenda. The Certifier may comment
on the agenda and may attend the neeting.

Eval uati on Control Meetings (ECM

1.102. Eval uati on Control Meetings are called at the
di scretion of the Certification Body or the CLEF for the
pur pose of discussing detailed technical work relating to
a particular evaluation. |In exceptional circunstances, the
Sponsor may be invited to attend.

Ot her Meeti ngs

1.103. The Certifier may attend other neetings between the
CLEF and a Sponsor for whom an evaluation contract is in
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progress, or is about to be let, and should be given
reasonabl e notice of such neetings wherever possible. The
Certifier will not inpose any unreasonable constraints upon
the holding of such neetings. The Certifier wll not
however require to be present for discussion of financial
aspects of such contracts.

Annual Meeti ngs

1.104. Annual Meetings are held to review the year's work in
t he CLEF. The CLEF will submt an Annual Report to the
Head of the Certification Body at |east 10 working days
bef ore the neeting.

CLEF Controllers' and Techni cal Managers' Meetings

1.105. Meetings may also be held between the Certification
Body and CLEF Controllers, Business Managers, or Techni cal
Managers to discuss admnistrative, pronotional or
techni cal issues.

Joi nt Techni cal Revi ews

1.106. In addition to those neetings al ready descri bed, which
relate to the business and organi sation of the CLEF and to
specific evaluations, the Certification Body will arrange,
periodically, Joint Technical Reviews. These neetings
provide a forum for the exchange of information and views
on any aspects of evaluation. They contain presentations
both from eval uators and from nenbers of the Certification
Body on topics of general interest to the evaluation
community. They may be attended by staff from any CLEF.

The agenda for each neeting is the responsibility of the
Certification Body but CLEFs are invited to contribute both
in suggesting topics of I nt er est and in making
presentations.

1.107. Al l of the above nentioned neetings are in addition to
t hose associated with UKAS assessnent visits.

The Conduct of Eval uations

Commercial Inpartiality

1.108. It nmust be possible to denobnstrate to the
Certification Body that neither the CLEF, nor individua
CLEF staff concerned with a particular evaluation, has a
vested interest in the outcone of an eval uati on.

1.1009. In no circunstances my the sanme CLEF team or
i ndi vi dual be involved in:

a. both the devel opnent of the TCE and performance of its
eval uati on, or
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b. t he provision of consultancy advice to the Sponsor or
Devel oper which wwuld in any way conprom se the
i ndependence of the eval uation.

1.110. Subject to the above, CLEF staff may provide
consul tancy advi ce about | TSEC deliverables to the Sponsor
and the Devel oper. Notw t hstanding the wording in the
| TSEC (paragraphs 0.11, 1.29, 3.12, 3.29, etc.) and | TSEM
(paragraphs 4.2.23 etc.) the CLEF evaluation team may
produce the detail ed design and effectiveness deliverables
as part of the evaluation process, where this wll help
their understanding of the TOE, for systens which are for
HMG use only and are not subject to any mutual recognition

process.

1.111. In particular, teans and individuals should not have
the sanme immediate manager as the devel opnent team
| ndependence will be questioned if it is apparent that a

manager may be able to influence decisions between
devel opnent on the one hand and eval uation on the other.

1.112. During any CMS nmi nt enance-cycle of a given TOE (i.e.
the period between the conpletion of an evaluation or re-
eval uation, and the conclusion of the subsequent CMS re-
eval uation), a CLEF may not:

a. participate in any evaluation activity for a
particul ar TOE where the CLEF has al so provided part or all
of the Devel oper Security Analyst function during the sane
mai nt enance cycl e; or

b. enploy staff on any evaluation activity for a
particular TOE who have been concerned with its devel opnent
or have provided pre-evaluation consultancy for it during
t he sanme nmmi nt enance-cycl e.

1.113. In general, a CLEF may not evaluate the work of any
group or division within the parent conpany to which it
bel ongs. This rule may be rel axed at the discretion of the
Certification Body where the CLEF can satisfactorily
denonstrate that the independence of the evaluation can be

mai ntai ned and the creditability of the Schenme will not be
harmed. The CLEF nust submt a formal application in each
case. Exanples where this rule has been relaxed in the

past have been confined to Governnent Systens and nore
rarely to specialised products for wuse in Governnent
Syst ens.

Eval uat or Teans

1.114. The ratio of Trainee Evaluators to Qualified or Senior
Eval uators on any eval uati on should not exceed 3:1.
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1.115. Eval uations at the | TSEC E4 Assurance Level or Conmmon
Criteria EAL5 and higher nust have a Senior Evaluator in
the team preferably this Senior Evaluator should be the
Task Leader.

1.116. In exceptional circunstances these rules my be
rel axed at the discretion of the Certification Body who may
then require additional safeguards to nmaintain the
appropri ate standards of work. However, with respect to
par agraph 4.22, the CLEF nust ensure that it uphol ds UKAS
rul es regarding the use of Trainee Eval uators, nanely:

a. the proportion of Trainee Evaluators should not be
such as to have an adverse effect on the quality of the
wor k;

b. Trai nee Evaluators receive sufficient supervision so

as to ensure the correct performance of their duties.
O her CLEF Wor k

1.117. The primary purpose of a CLEF is to perform security
eval uations in accordance with the Schene. However, the
Certification Body may aut horise the parent conpany of the
CLEF to do simlar work, such as safety evaluations or
ot her security work not directly related to the Scheng,
whi ch may enpl oy CLEF staff or nake use of CLEF resources.
The parent conpany nmay do this, but only with prior witten
aut horisation of the Certification Body. As a m ninmumthe
identity of the client and an outline of the proposed work
shoul d be provi ded.

1.118. Such authorisation will not be unreasonably w thhel d.
Tr ai ni ng
Status of Eval uators

1.119. The status of an evaluator is to be maintained by
continuing practice as an evaluator. Such status is only
rel evant for the performance of evaluation duties. |If an
evaluator is tenporarily noved within the parent conpany to
do non-CLEF work he/she may regain his/her status as a
qualified or senior evaluator if he/she returns to
evaluation duties wthin a period of six nonths.
Thereafter the CLEF is required to make a case for the

rei nst at enment of the individual eval uat or. Such
reinstatenent is at the discretion of the Certification
Body and will take into account the candidate's |ength of
service as an evaluator and the period of absence from
evaluation work. It should also take into account any

Conmpusec or eval uation consul tancy that may have been part
of the candidate's work in the intervening period of
absence. |If regaining of status is not granted then he/she
wll be required to re-attend part or all of the training
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descri bed bel ow (Paragraphs 4.29. to 4.36.).

1.120. If an evaluator transfers to another CLEF, he/she does
not automatically retain his/her status and the new CLEF
has to make a case for the status of the eval uator. The
status granted shall be at the discretion of the
Certification Body.

Attaining Qualified Evaluator Status

1.121. Eval uation Staff new to an existing CLEF nust follow
a training programe approved by the Certification Body,
and based on the nodules detailed in Annex A. The training
w il normally be supervised by the CLEF Techni cal Manager,
who will provide a statenent to the Certification Body in
support of any request for a change of eval uator status.

1.122. This sem -formal training programme is supported by
on-the-job training, which involves the Trai nee Eval uator
or Provisional Trainee participating in a real eval uation.

Trai nee Evaluators who are put forward as being suitable
for Qualified status are assessed by the Certification Body
to determne if they have reached the necessary standard.

Assessnment i s perforned:

a. following ©positive recommendation by the CLEF
managenent (normally the Techni cal Manager);

b. by consideration of witten reports produced by the
candi date as part of his/her on-the-job training (Annex C).

1.123. At its discretion, the Certification Body may subj ect
the Trainee Evaluator to an oral examnation. It is also
possi ble that the Trainee Evaluator will conme into contact
wth representatives of the Certification Body through the
normal course of evaluation work. In such cases, any
i npression of the Trainee Evaluator's technical abilities
formed, for exanple by the certifiers, my also be taken
i nto account.

1.124. More than one evaluation is likely to be needed to
successfully conplete the QJT elenent of the training
progr ame.

Attaining Senior Eval uator Status

1.125. Qualified Evaluators will continue to gain experience
as a natural consequence of their evaluation work;
accunmul ati on of such experience will contribute towards
their eventual recognition as Senior Eval uators.

1.126. Follow ng positive recomendation by the CLEF
managenent, the Certification Body will, at its discretion,

admt the evaluator to its register of Senior Eval uators.
The Certification Body nust be satisfied that the
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eval uat or can personally apply all evaluation criteria as
defined by the I TSEC E4 or Common Criteria EAL5 Assurance
Level . This wll normally nmean that he/she has |ed, or
played a significant role in, at |east three evaluation
tasks (preferably at E3 or EAL4 and above), one of which
shoul d, if possible, have been a system

1.127. In making its assessnents, the Certification Body my
take account of the candidate's involvenent in
security evaluations performed to other criteria and
schenes, devel opnent, research, publications and ot her
such work as it deens relevant.

Trai ning of Senior CLEF Staff

1.128. Seni or CLEF staff, such as the CLEF Controller, and
Busi ness Manager are nornally expected to be famliar with
the content of the initial training programe, and should
have attended all relevant nodul es. The Techni cal Manager,
and any others involved with the technical work, including
techni cal reviews, nust have attended all training nodules.

Trai ners

1.129. Staff experienced in security evaluations nmay be
nom nated as trainers who are qualified to present and
mai ntain the CLEF training courses. Trainers shall be

registered with and approved by the Certification Body.
CLEF Staff Changes

1.130. The Certification Body should be notified of all CLEF
staff changes via the CLEF Progress Report (see paragraph
4.6). The list of CLEF staff should highlight which staff
have joined since the | ast CLEF Progress Meeting, and the
date of joining. A list of staff who have left the CLEF
together with dates, should also be included.

New Entrants

1.131. Al'l evaluation staff who have not previously worked
for a CLEF should be notified to the Certification Body
prior to assignnent to an evaluation and preferably prior
to recruitnment into the CLEF. Notification can be given by
letter to the CB Technical Officer or at a CLEF Progress
Meeting if such a neeting is inmmnent.

Staff Rejoining the CLEF

1.132. If the new nenber of CLEF staff has previous
eval uati on experience, but currently has no Evaluator
status, application nmay be nmade to the Certification Body
for the (re)award of a status.

UKAS Surveill ance and Reassessnent
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1.133. UKAS assessors will carry out surveillance visits to
the CLEF as specified in [F]. The first surveillance visit
is normally carried out six nonths after the date of
accreditation. Subsequent surveillance visits are carried
out at vyearly intervals. A full reassessnment wll take
place three and a half vyears after the date of
accreditation, and thereafter at four-yearly intervals.
Reassessnents are simlar to initial assessnents except
that the CLEF' s current evaluations replace the need for a
trial evaluation.

1.134. Surveillance visits wll normally be undertaken by one
or two assessors and each category of accreditation will be
conpleted within one or two days. Surveill ance and

reassessnment assesses the CLEF in its conduct of "real
life" evaluations rather than a trial evaluation. Nornmally
assessors will not be expected to check either all the
eval uations which are in progress at the tine or the whole
of any one evaluation; rather, several surveillance visits
are perforned over a period of time in order to check al
aspects of eval uation.

1.135. A reassessnent visit will provide the opportunity for
a nore conprehensive exam nation of a CLEF s performance.

1.136. Surveill ance and reassessnent visits for Category 1
accreditation my be carried out on different days from
that for Category 0O, and wll involve the assessors
acconpanyi ng the evaluators on a site visit.

1.137. Extensions to the scope of the accreditation Schedul e
are normally catered for during extended surveillance and
reassessnent visits. Such extensions are required to

update the accreditation of an existing CLEF, follow ng
agreenent between the Certification Body and UKAS on the
scope of the extended Schedul e.

1.138. In order to denobnstrate its ability to perform
eval uati ons agai nst an extended Schedule, a CLEF will need
a period of tinmne to apply the new tests to real
evaluations. Wen it is ready for assessnent, the CLEF may
make arrangenents with UKAS to take the extended Schedul e
into account during the next surveillance or reassessnent
visit, or make arrangenents for a special visit, as
required. If successful, the CLEF wll receive a
correspondi ng extension to the scope of its accreditation.

A CLEF may not claim accreditation for these new tests
wi t hout the prior approval of UKAS.

Certification Body Surveill ance and Reassessnent
1.1309. | ndependently of UKAS, the Certification Body wll

also carry out surveillance through its day-to-day
i nvol venment in the certification of evaluations and wl|
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formally review conditions of appointnent follow ng each
UKAS surveillance or reassessnent.

Term nati on of Appoi nt nent

1.140. The Certification Body reserves the right at short
notice to wthdraw the appointnent i f the UKAS
accreditation |apses, or if the CLEF is found to be in
serious breach of the conditions of appointnent. The
appoi ntnent will be reviewed automatically if the CLEF s
parent conpany is taken over. This is to ensure that the
CLEF's quality nmanagenent system does not suffer as a
result of such a change and that the CLEF continues to
conply with the provisions of "Manual of Protective
Security" [J].

1.141. Normal |y, the Certification Body provides at |east 6
mont hs notice of w thdrawal, non-renewal or intention to
vary the ternms of the appointnent, and expects the sane
notice of a CLEF's intention to withdraw fromthe Schene.

1.142. At the termnation of a CLEF appointnment, the
Certification Body wll determ ne whether any ongoing
eval uation work wunder the Scheme wll be allowed to
continue in order for the CLEF to fulfill its contractua
obligations to its Sponsors. Such work will have the
support of the Certification Body. Evaluations will not be
allowed to continue if to do so would bring the Schene into
di srepute or would be against the interests of the Sponsor.

1.143. The Certification Body also reserves the right to
w thdraw all CLEF appointnents if the Schene is to be
term nated, on six nonths notice.

Di sput es

1.144. In the event of a dispute between the CLEF and the

Certification Body, the CLEF or its parent conpany has the
ri ght of appeal.

1.145. In the first instance the CLEF should strive to
resolve the matter directly with the Certification Body via
the Head of the Certification Body. However, if the CLEF
or its parent conpany, considers this course of action
ineffective, it may |odge an appeal wth the Managenent
Boar d.

1.146. An appeal hearing will be held by the Managenent Board
that will consist of the joint Chairnmen and at |east three
menbers. In attendance will be the Senior Executive, the
Head of the Certification Body and representatives of the
CLEF.
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Annex A. I NI TI AL TRAI NIl NG PROGRAMVE

Cbj ecti ves

1.1.

The objectives of the initial training progranme are:

a. to famliarise students W th basi c security
principles, the Schene and the | TSEC [ B];

b. to introduce the practices of the UK technical
approach to evaluation, as interpreted fromthe | TSEM [ C]
and approved for use under the Schene;

C. to describe the procedures to be adopted when
conducting eval uati ons under the Schene and to describe the
pl anni ng, organi sation and nmanagenent of eval uation tasks;

d. to introduce the organisations which are involved in
the sponsorship, evaluation, certification, and system
accreditation process and to provide the background
information needed to ensure efficient and successful
eval uati on.

Scope of the Programe

1.2.

CLEF
1.3.

1.4.

The initial training programe nust cover all aspects of
the evaluator's activities. CLEFs may choose the nethod of
presentation of the material, which may be done in fornal
cl assroom environnents, and informal sessions. The materi al
covered should follow the syllabus below For formal
sessions, a nodul ar approach nmay be best. To assist this,
and to provide a basic training framework, four such
nmodul es have been identified:

ML - Basi c Security Concepts

\/ - Eval uati on Techni cal Approach
M3 - Pl anni ng and Taski ng

2 - External Authorities.

Training Staff

The staff used by CLEFs for the delivery of training
mat eri al must be approved by the Certification Body.

A CB- agreed basic subset of ML and M2 shoul d be presented
to new evaluation staff on entry. The CLEF should submt
evidence of this training for each new entrant to enable
the Certification Body Technical O ficer to grant
Provi sional Trainee status. Further evidence is required to
show that the remainder of ML and M2 has been provided
within 3 nonths of the start of training. Satisfactory
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evidence wll result in the confirmation of Trainee status,
which in turn neans that they can be used on commercia
evaluation work subject to the conditions given in
par agraphs 4. 22-4. 24.

1.5. M3 and M4 (or equivalent) nmay be delayed until the Trainee
Eval uator has gained sonme experience through on-the-job
training (see Annex C) or, in the case of a new CLEF, unti
the Trainee Evaluator has gained sone experience through
hi s/ her involvenment with the trial evaluation (see Annex
B). A Trainee Evaluator nust, however, receive training on
all aspects of the programme before he/she can be put
forward for consideration as a Qualified Eval uator.

Syl I abus

1.6. This outline indicates the general areas to be addressed in
order to neet the objectives set out above.

ML - BASI C SECURI TY CONCEPTS

1.7. This nodule addresses objective (a): basic security
concepts, the Schene, the ITSEC, and the Common Criteria.
Thi s nmodul e conpri ses:

a. the requirenment for secure systens and products, and
their general characteristics;

b. assur ance, confidence, evaluation |evels, correctness
and effectiveness, the | TSEC, the Conmpn Criteria and
other criteria;

C. t he Schene;

d. eval uati on facilities, security procedures,
confidentiality;

e. protection profiles, security targets, security
policies (SSP, SEISP, SISP), security policy nodels,
security enf orcing functions, cl ai ns | anguage
docunents.

M2 - EVALUATI ON TECHNI CAL APPROACH

1.8. This nmodul e addresses objective (b): the practices of the

UK technical approach to evaluation. This nodul e

conpri ses:

a. eval uati on phil osophy, t est met hod suitability
(objectivity, repeatability, reproducibility,
inpartiality);

b. systens and products;

C. eval uator actions, application of criteria, assigning
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verdicts.
M3 - PLANNI NG AND TASKI NG

1.9. This nmodul e addresses objective (c): the procedures to be
adopt ed when conducti ng eval uati ons under the Scheme and
t he planning, organisation and managenent of evaluation
tasks. This nodul e conpri ses:

a. CB organisation, evaluation managenent, docunent
control, report handling;

b. tasks, evaluation jobs, work packages, reporting of
results.

M4 - EXTERNAL AUTHORI TI ES

1.10. Thi s nodul e addr esses obj ective (d): t he
organi sations which are involved in the sponsorship,
eval uation, certification, and system accreditation process
and background information needed to ensure efficient and
successful evaluation. This nodule conprises:

a. sponsorship process as seen and contrasted for HMG
procurenment and commerci al sponsorshi p;

b. HMG procurement process, roles of developer and
proj ect office, accreditor, consultancy;

C. commer ci al evaluation process for products and
syst ens;

d. relationship with other Certification Bodies;

e. the role of UKAS, significance of UKAS accreditation,
obligations of CLEF staff.

1.11. Training material, in the formof viewfoils and notes,
is pronmulgated by the Certification Body fromtinme to tine.
There may thus be sonme slight variation from the above
syl | abus.

1.12. Wth the passage of time and changes to the Schene,
the training material inevitably becones out of date. The
mechani sm for ensuring that the courses reflect current
practice depends on cooperation between the Certification
Body and the CLEFs.

1.13. Where changes to the Schene a pronul gated by neans of
a SIN then the CLEF trainers are expected to be aware of
t hese changes and nust point these out to students during
their presentation of the course nodules. As an
approxi mately annual exercise, there will be a review of
the training material in which the effects of all SINs wll
be consi der ed.
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1.14. Despite the best endeavours of the reviewer(s) there
may still be sonme inconsistencies or inaccuracies in the
training material. Should an inconsistency or inaccuracy

be noticed, other than that which is the subject of a
recent or inpending SIN, then a SOR should be raised to the
Certification Body indicating the precise nature of the

probl em If the error is seriously msleading then a
correction will be issued by the Certification Body in the
form of a SIN, however if the problem is mnor then
corrective action will be taken during the review and
update exercise referred to above.

Conduct

1.15. CLEFs may develop their own training progranmes.

However these nust be approved by the Certification Body,
and include at least the sane material as provided in the
then current ML- M4 kernel, available fromthe Certification
Body.

1.16. Normal |y, CLEFs will only present training material to
their own staff. There is, however, no objection to staff
from other CLEFs attending any formal course run by any
CLEF, subject to the agreenent of the presenting CLEF.

1.17. CLEFs nust notify the Certification Body, no | ess than
one week in advance, of their intention to run training
courses. The Certification Body nmay send staff to such
courses, either to monitor their conduct or to receive
training.

Char ges

1.18. Where CLEFs present courses for other CLEFs, they may
make an appropriate charge for their services.
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Annex B. TRI AL EVALUATI ON
Pur pose
1.109. The purpose of the trial security evaluation is to

denmonstrate to the Certification Body that a CLEF is
conpetent to perform evaluations. It is also used as the
basis for the UKAS assessnent and nust cover the Schedul e
for Category 0 and Category 1 accreditations.

Cbj ecti ves

1. 20. The trial evaluation is designed to denonstrate that:
a. t he individual evaluators are technically conpetent;
b. the managenent and adm nistration of the CLEF is
conpetent to fulfill its role in supporting an eval uati on.
1.21. The trial evaluation covers all the areas associ ated

with the on-the-job training of Trainee evaluators in a
new y established CLEF (see Annex C). The trial evaluation
al so provides an opportunity for CLEF staff to denonstrate
that they are conversant wth all aspects of the
organi sati on and managenent of an eval uation task, and that
they can deal with the other organisations that are
i nvolved in the evaluation process.

Conduct

1.22. The precise details and subject of the trial
evaluation will be determ ned in accordance with the above
menti oned objectives and the assessnent criteria given
bel ow. \Wherever possible a real system or product wll be
used.

1.23. The CLEF may suggest a particular product or system
which, with the approval of the Certification Body, nmay
t hen beconme the subject of the trial evaluation. It is the
responsibility of the CLEF to find this work. The
preference of the Certification Body is for a product at
the ITSEC E3 or Commmon Criteria EAL4 Assurance Level.
However, to satisfy the requirenments for Category 1
accreditation it is essential that the evaluation has an
el ement of on-site work.

1. 24. It is intended that a typical trial evaluation wll
involve a mninum of 3-4 (Trainee) Evaluators and will | ast
for no nore than 3-4 nonths. The objective of the tria
evaluation is primarily to "assess" the evaluators, not the
TOE used: however, since the evaluation nust be conpl eted
in order that an assessnent of all aspects of the work may
be made, it can be expected that certification of the TOE
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should follow, assumng the satisfactory conduct and
outconme of the evaluation task.

The aspects to be evaluated, and to what depth, wll
be determ ned by the POC. The scope of the evaluation wll
however need to cover all the tests specified in the
Category 0 and Category 1 Schedule (see paragraphs
3.18-3. 20).

The duration of the trial evaluation will depend on
progress nmade. It may be necessary to extend it beyond the
expected tinme to provide the Certification Body wth
addi ti onal evidence as to the conpetence of the eval uators.

The trial evaluation wll be performed under CLEF
managenent but under the technical direction of a
Certification Body POC. In its early stages it should be
regarded as a practical application of the classroom

theory, and will be conducted under the close supervision
of the POC who will be permtted to | ead by exanple. As it
proceeds, the CLEF wll be expected to require

significantly | ess supervision.

Satisfactory progress and the need for mninal
supervision will be taken as an indication of the CLEF s
readi ness for formal UKAS assessnent. The Training Oficer
will not be involved in this assessnent.

| ndependently of UKAS, the Certification Body also
assesses the CLEF, paying particular attention to any
aspects not covered by the UKAS assessnent. A Certifier
(usually the POC) wll be appointed to nmonitor the
eval uati on and produce a Certification Report.

Assessment

1. 30.

During the trial evaluation the Certification Body

w |l pay particular attention to the follow ng areas:
a. t he planning of the eval uation;
b. the conduct of the evaluation to ensure conformance

with the approved UK eval uati on techni cal approach, and the
extent to which the test nethods enployed neet the
requi renents of objectivity, repeatability,
reproducibility, and inpartiality;

C. the reporting of the evaluation, both in terns of its
quality and its |level of detail;

d. liaison with other organisations, the conduct of
meeti ngs and the observation of procedures and protocols
relating to such contact;

e. procedures to ensure that task confidentiality is
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observed.
While sone of these areas will be covered by UKAS
assessnent, the Certification Body will avoid duplication

of effort as far as possible.

Also during the trial eval uati on, the Trainee
Eval uators will be assessed via their normal day-to-day
contact with the Training Oficer to determ ne whether or
not they have denonstrated sufficient conpetence to be
regarded by the Certification Body as Qualified Eval uators.

It is a requirenent of the granting of the Ful
Appoi ntnment that there should be at |east one Qualified
Eval uator within the CLEF. It should be noted, however,

that the granting of Qualified Evaluator status does not
follow automatically from successful conpletion of the
trial evaluation; the Certification Body will require
on-the-job training of sone Trainee Evaluators before
deem ng them qualified.

The UKAS assessnent takes place during the latter
stages of the trial evaluation but before the eval uation
has been conpl et ed. The assessors wll acconpany
evaluators during a site visit so that they can observe
t hat aspect of the work.

etion

The evaluation teamis required to conplete the tria
eval uati on and produce exanples of evaluation outputs for
consideration by the Certification Body. G ven that the
CLEF has net all other criteria to the satisfaction of the
Certification Body, including the granting of accreditation
by UKAS and reports from the Training Oficer and
Certifier, these docunents represent the final test of the
CLEF's capabilities prior to the granting of a Ful
Appoi nt nent .
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Annex C. ON- THE- JOB TRAI NI NG OF TRAI NEE EVALUATORS

I nt roducti on

1. 35. On-the-job training is the primary nmeans by which
eval uators acquire their skills.

1. 36. Fol l owi ng conpletion of an initial training programre,
Trai nee Evaluators and Provisional Trai nees undergo
on-the-job training on real evaluations under the direction
of Qualified Evaluators. They need to be given experience
of all aspects of evaluation before they can be recomended
to the Certification Body for consideration as Qualified
Eval uat ors. Their work on these evaluations wll be
offered in support of such a recomendati on.

Scope of Training

1. 37. There is no specific nunber of evaluations, nor
specific time period for qualification as evaluator.
Trai nee Evaluators are required to denonstrate conpetence
in all aspects of evaluation. They should, therefore, be
given sufficient opportunity to allow them to gain
experience and to denonstrate their conpetence.

1. 38. In particular, it is expected that when a Trainee
Evaluator is recommended for Qualified Evaluator status
he/ she w | |:

a. be able to denonstrate understanding of the | TSEC or
Common Criteria by their application in a real eval uation;

b. have experience of the follow ng:

i exam nati on of docunent ati on i ncl udi ng
"requi rements" docunents such as SSPs, SEI SPs,
SI SPs and Product Security Targets;

ii. performance of all evaluator actions required for
an E3 or EAL4 evaluation. This may be as a result
of involvenent in several eval uations;

iii. exam nation of the devel opnent environnent of at
| east one product or system

iv. examnation of the operational environnent and
docunentation of at |east one product or system

V. have experience in the planning and conduct of
penetration tests;

C. be able to denobnstrate an understandi ng of the UKAS

aspects of the evaluation process, the CLEF Quality Mnua
and the CLEF Security Manual ;
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d. denonstrate that he/she is able to docunent the
eval uation results of his/her work objectively, precisely,
unanbi guously, and at the |evel of detail required by the
Certification Body.

1. 39. If a single evaluation cannot provide a trainee wth
timely experience of all these aspects of evaluation then
that trainee may be assigned to work on two or nore
different evaluations in order to gain the required
experience.

Assessnent
1. 40. Assessnment will be perforned:

a. following a positive recomendation by the CLEF
managenent and

b. by consideration of witten reports produced by the
trai nee as part of his/her on-the-job training.

1.41. In addition, the Certification Body may subject the
trainee to an oral exam nation and nmay nonitor the progress
of the trainee as necessary to determ ne his/her fitness to
be a Qualified Eval uator.

Witten Reports

1.42. The CLEF nust identify witten reports which are
i ndependently produced by the trainee. These reports
shoul d denpbnstrate the trainee's understanding of the
| TSEC, Common Criteria or | TSEM and Schene docunents and
that he/she is able to apply themin practice. The reports
shoul d cover practical experience of all aspects of the
eval uati on process as identified in paragraph C. 4 above.

1.43. Witten reports should normally be part of the
eval uation technical report though, if necessary, the
Certification Body nmay be prepared to consider reports
witten specifically for the purpose of trainee assessnent.

In this case there nmust be clear indication that the
trai nee understands how the work that he/she has descri bed
fits into the overall work of the eval uation.
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Annex D. ASSESSMENT AND OTHER FEES

I nt roducti on

1.44. From 1 April 1997 the Certification Body is required
to cover its costs. The paragraphs below indicate areas
where fees will be raised. Such fees will apply to al

Certification Body work undertaken from 1 April 1997.
Certification Body work conpleted by 31 March 1997 will not
attract a fee. Fees will not be refundable.

Fee For Help Wth Setting Up a New CLEF

1.45. A fee is payable to the Certification Body on the
granting of a Provisional Appointnment to cover the cost of
Certification Body advice and training of the CLEF staff
prior to the trial evaluation.

1.46. There is a further fee which covers the services of
the Certification Body during the trial evaluation. The
fee would be charged irrespective of whether the applicant
conmpany is successful in obtaining a Full Appointnment or
not .

Annual Fees

1.47. The Certification Body reserves the right to |evy an
annual subscription fee on the initial granting of a Ful
Appoi ntnment and on each anniversary of that occasion but
wll not inplement this on 1 April 1997. The fee would
anongst other things cover all docunentation updates.

Certification Fees

1.48. A fee for Certification Body services wll normally be
levied directly on the sponsor for each evaluation (or
re-evaluation) and for certificate maintenance.

UKAS Fees

1.49. UKAS charges a fee for its accreditation services
details of which are avail able fromthe UKAS Executi ve.

Trai ni ng Fees
1. 50. Tr ai ni ng courses  which are approved by t he
Certification Body may be run on a commercial basis. Any

fees are the subject of negotiation between the rel evant
parties.
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Annex E. CERTI FI CATI ON BODY ROLES

I nt roducti on

1.51.

A nunber of roles exist within the Certification Body
to assist in the appointnment and operation of CLEFs. These
are detailed bel ow.

Seni or Executive

1.52.

Head
1.53.

The Seni or Executive reports to the Managenent Board
and is responsible for:

a. directing and coordi nati ng all nmanagenent policies and
actions of the Certification Body;

b. maki ng efficient and effective use of resources
(staff, material and financial);

C. ensuring the snooth running of the Certification Body;
d. al l ocating appropri ate responsibilities and

authorities for all Quality Managenent System matters;

e. reporting on the progress of the Schenme and
Certification Body to the WManagenent Board and its
constituent menbers;

f. keepi ng abreast of changes of UK policy, and of the
policies and nethodol ogies of the Scheme's European and
i nternational partners, so that the inpact upon the Schene
can be correctly assessed;

g. mai ntaining liaison at a high | evel with major users,
vendors and those who influence the Schenme so that their
views can properly be reflected in its devel opnent.

of the Certification Body

The Head of the Certification Body reports to the
Seni or Executive and is responsible for:

a. managenent of Certifiers, the Appointnment Oficer and
adm ni strative staff;

b. liaison with Technical O ficer and Deputy Head of
Certification Body to ensure snooth running of the
Certification Body;

C. co-ordi nation of speedy handling of tinme-sensitive
reports and docunents fromthe CLEFs and the Certification
Body;

d. provision of certification advice to evaluators and
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ot her custoners;

e. assignnment of Certifiers to evaluation tasks and
revi ew panel s;

f. nmoni toring and supervision of the conduct of CLEF work
to ensure consistency of nethodology and procedures,
i ncl udi ng attendance at regqular CLEF Progress Meetings;

g. support the Quality Manager in the provision and
mai nt enance of the Quality Mnagenent System

h. co-ordi nation of Mut ual Recognition wth other
Certification Bodies;

i collection of information to permt the raising of
certification fees.

Deputy Head of the Certification Body

1. 54. The Deputy Head of the Certification Body reports to
t he Senior Executive and is responsible for:
a. managenent of publicity staff;
b. [iaison with Head of the Certification Body and

Techni cal Officer to ensure snoboth running of the
Certification Body;

C. [iaison with CLEFs to provide business contacts from
i ndustry and HMG proj ects;

d. mai nt enance of Certification Body awareness of CLEF

busi ness, including attendance at regular CLEF Progress

Meet i ngs;

e. aut hori sati on of proposed press rel eases by Sponsors,
articles by CLEF staff which relate to the Schenme and

entries for the Certified Products List, UKSP 06 [M;

f. co-ordination of Scheme pronotion or certificate
presentation matters;

g. providing first point of contact for press enquiries;

h. support the Quality Manager in the provision and
mai nt enance of the Quality Managenent System

Technical O ficer

1. 55. The Technical Officer reports to the Senior Executive
and is responsible for:

a. managenent of Methodol ogy Officers, the Tools Advisor
and Training Oficer;
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b. liaison with Head of the Certification Body and Deputy
Head of Certification Body to ensure snooth running of
Certification Body;

C. provi si on of t echni cal eval uati on advi ce on
met hodol ogy, tools and training;

d. confirmati on of eval uator status and mai ntenance of a
status register;

e. mai nt enance of a database containing publicly-known
product vulnerabilities in IT products;

f. support the Quality Manager in the provision and
mai nt enance of the Quality Managenent System

Qual ity Manager

1. 56. The Quality Manager reports to the Senior Executive
and is responsible for:

a. provi sion and mai ntenance of the Certification Body
Qual ity Manual

b. provision and maintenance of Certification Body
Quality Procedures and Certification Body Operating
Procedures;

C. monitoring the effectiveness of the Certification Body
Qual ity Managenent System including making inprovenents
wher e necessary;

d. organi sation of Quality Audits and ensuring the
i npl enentati on of any necessary renedial action;
e. reporting on the status and perfornmance of the Quality
Managenent System and advi sing of any need for change;
f. recording and investigating conplaints about the
quality of service provided by the Certification Body.
Certifier
1.57. Certifiers report to the Head of the Certification

Body and are responsible for:

a. providing Technical Assurance by nonitoring the
techni cal conduct and progress of CLEF eval uations;

b. production of Letters of Intent and/or Interim
Certification Statenents as necessary,;

C. production of Certification Reports on conpletion of
an eval uation task;
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d. advi si ng sponsors on security and/ or Schene
docunent ati on and eval uati on/re-eval uati on approach;

e. advising sponsors on the Certificate Mintenance
Schene;

f. revi ew ng Schene, nat i onal and i nternationa
docunentation relating to evaluation and certification
i ssues;

g. produci ng SORs and SINs as required,

h. reporting of CLEF anomalies to the Appointnent
O ficer.

Deputy Certifiers

1.58. Deputy Certifiers report to the Head of the
Certification Body and are responsible for:

a. providing a second independent opinion on the
techni cal conduct and progress of CLEF eval uations;

b. deputising for the Certifier should the need arise.
Appoi ntnment O ficer

1.59. The Appointnment Officer reports to the Head of the
Certification Body and is responsible for:

a. liaison with potential CLEFs, and processing of
applications for the appoi ntnent of a CLEF;

b. monitoring the setup phase of new CLEFs in conjunction
with the Methodology Oficer, Point of Contact, and
Training O ficer;

C. i ssuing of CLEF Appointnments (Provisional or Full)
prior to or on conpletion of UKAS assessnent;

d. wher e appropri at e, updati ng CLEF Appoi nt ment s
follow ng UKAS surveillance and reassessnment visits;

e. review ng the scope of CLEF Appointnents to ensure
currency of nmethods, techniques, tasks, accreditation
schedul es and criteri a;

f. in conjunction with Certifiers and Points of Contact,
monitoring CLEFs to ensure that they operate within the
scope of their Appointnent;

g. recording and handling of CLEF anonmalies, including
wi t hdrawal of CLEF Appointnents if necessary.
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Training O ficer

1. 60. The Training Oficer reports to The Technical Oficer
and is responsible for:

a. l[iaison with potential CLEFs wuntil a Provisional
Appoi ntnment has been appointed, to provide day-to-day
techni cal support for a trial evaluation;

b. mai nt enance of training material and nonitoring CLEF
eval uat or training.

Poi nt of Contact (POC)

1.61. The CLEF Point of Contact reports to the Head of the
Certification Body and is responsible for:
a. liaison with a specific CLEF on general Schene issues;
b. provision of liaison for task issues in the absence of

the Certifier appointed to that task;
C. chairing CLEF Progress Meetings;

d. reporting of CLEF anomalies to the Appointnent
O ficer;

f. production of SORs resulting from CLEF |iaison issues.

Scheme Adm ni str at or

1.62. The Scheme Adm nistrator reports to the Head of the
Certification Body and is responsible for:
a. supervision of Certification Body clerical staff;
b. provi si on of adm ni strative support to al
Certification Body staff;
C. registering new tasks and ©providing managenent
information on the current status of tasks;
d. ensuring that evaluation deliverables, reports and
ot her Schenme docunents are properly handl ed, forwarded or
st or ed,
e. ensuring that all CLEFs receive Scheme information

produced or distributed by the Certification Body;

f. mai nt enance of databases as specified in Certification
Body Quality Procedures;
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Publicity O ficer

1.63. The Publicity Oficer reports to the Deputy Head of
the Certification Body and is responsible for:

a. provision of point of contact for all general
enquiries about the Scheme and requests for further
i nformation;

b. organi sing venues for Schene presentations and
sem nars and provision of adm nistrative backup

C. represents the Schene at exhibitions, conferences and
ot her venues;

d. vetting of press releases regarding the Scheng;

e. produci ng updates to, or re-issues of, the Certified

Product List, UKSP 06 [M;
Tool s Advi sor

1. 64. The Tool s Advisor reports to the Technical O ficer
and is responsible for:

a. devel opnent and support of tools and other working
aids for the evaluation/certification process;

b. managenent of contracts for the supply of tools and
i n-house support of Certification Body databases;

C. co-ordi nati on of Certification Body conputi ng
facilities.

Met hodol ogy OfFficer

1. 65. The Methodology Officer reports to the Technical

O ficer and is responsible for:

a. managenent of contracts used to enpl oy CLEFs and ot her

contractors on nethodol ogy tasks;

b. production and control of the Schene Eval uati on Manual
(UKSP 05);

C. production and control of Schenme Information Notices
(SI'Ns);

d. technical involvenent in |eading edge eval uations;

e. Certification Body |ead on national and internationa

changes to criteria and net hodol ogy;

f. har noni sation of criteria with North America;
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g. organi sati on of Schenme Joint Technical reviews;
h. techni cal advisor for Evaluation Induction Course;
i regi stering and handling of SORs;

J . met hodol ogy advice to CLEFs, including attendance at
CLEF Progress Meetings;

k. monitoring trial evaluations during CLEF setup phase
in conjunction with the Appointnment O ficer, providing day-
to-day technical support as required.

Internal Quality Auditor

1. 66.

The Internal Quality Auditor reports to the Quality
Manager and is responsible for:

a. perform ng audits in accordance wth defi ned
procedures;

b. assessi ng each nonconpliance as significant or non-
significant;

C. docunenting the results of the audits and bringing
themto the attention of the Quality Manager and the staff
havi ng responsibility in the area audited.

Docunment Controll er

1.67.

The Docunent Controller reports to the Deputy Head of
the Certification Body and is responsible for:

a. mai ntai ning an up to date register of docunents;

b. hol di ng master copies of forns, manual s  and
publ i cations and any other standard docunents;

C. issuing and wthdrawing all Certification Body
specific forns.
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ANNEX F. SUGGESTED CLEF MANAGEMENT STRUCTURE & TERMS OF
REFERENCE
1. 68. The following diagramillustrates the organi sational
structure described in Chapter 2.
(T
O CLEF O
0 Controller 0

Techni cal Quality Busi ness Security Adm n
Manager Manager Manager Manager Manager
[ 0
Clerical
[ [ 0 0 St af f
Conput er Met hods Task Task
Manager Advi sor Leader Leader
0 0
OEval uat or OEval uat or
0 0

OEval uat or OEval uat or

Terms of Reference

1.69. Whilst the precise ternms of reference for each of the
above roles is a mtter for the CLEF s conpany, the
foll ow ng not es i ndi cate t he gener al ar eas of
responsibility invol ved.

CLEF Controll er

1.70. The CLEF Controller has overall nmanagenent responsibility
for the operation of the CLEF, ensuring that both Schene
and UKAS requirenments are net.

Techni cal Manager

1.71. The Techni cal Manager is responsible for the provision of
eval uation technical advice and guidance, and for [|iaison
with the Certification Body on matters concerning the
eval uati on net hodol ogy.

Qual ity Assurance Manager

1.72. The Quality Assurance Manager ensures that the procedures
detailed in the CLEF Quality Manual are foll owed, and for
taking any renedial action that my be required as a
result of either internal or UKAS quality audits.

Busi ness Manager
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1.73. The Busi ness Manager is responsible for pre-contract and
tender negotiations wth potential <clients, and for
liaison with the Certification Body on adm nistrative
i ssues connected with potential or current evaluation
t asks.

Adm ni stration Manager

1.74. The Adm ni stration Manager is concerned with provision of
adm ni strative support to the CLEF. All clerical staff,
such as receptionists and telephonists (where these
services are not provided by the parent conpany) report to
t hi s Manager.

Security Manager
1.75. The Security Manager is responsible for the physical and

docunment security aspects of CLEF operation. This post
liaises with the Governnent Departnents responsible for

overseeing conpliance wth "Manual of Protective
Security". Any CLEF Security CGuards report to the Security
Manager .

Comput er Manager

1.76. The Conputer Manager is responsible for all aspects of
CLEF conputing, including operation and security of any
internal conputers or systens. The post my also be
involved in <configuring and operating any conputer
equi pnent housed in the CLEF as part of an evaluation
t ask.

Met hods Advi sor

1.77. The Methods Advisor provides advice and gui dance on the
use of the evaluation nmethodology within the CLEF. This
post will liaise with the Certification Body Technical
O ficer on nethodol ogy aspects of the CLEF s operations.

Task Leaders

1.78. Evaluation Task Leaders are responsible for the correct
conduct of the evaluations that they |ead, ensuring
conpliance with the evaluation nethodol ogy and current
Certification Body guidance. They should ensure that their
team nenbers are adequately trained for the work invol ved.
They are responsible for all reports produced as a result
of the eval uation.
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Annex G CHECKLI ST FOR USE WTH THE APPLI CATI ON AND SET- UP
PROCESS

1.79. The following may be used as a checklist during an
application for a CLEF Appointnent and until a Full
Appoi nt nrent has been awar ded.

Meeti ng Basic Requirenents

.80. I's the CLEF an autononous unit within the Conpany ?

.81. Is it a physically self-contained unit ?

.82. What is the Conpany's nmanagenent structure ?

.83. Has it sufficient furniture, etc. to operate ?

.84. Has it its own adm nistrative and clerical support ?

.85. Has it its own tel ephone/fax nunber ?

.86. Has it provision for separate evaluation cells ?

e S N N N =

.87. Has it sufficient conputer equi pnent to support eval uation
tasks ?

1.88. Are the requirenents of "Manual of Protective Security"
met ? When was its security status granted ? When was it
| ast reviewed ?

Qual ity Manua

1.89. Is there a Quality Manual ?

1.90. Does it conformto UKAS requirenents ?

1.91. Has it been reviewed by UKAS ? If so, when, and w th what
result ?

Managenment Rol es

.92. Who is the CLEF Controller ?

.93. Who is the Technical Manager ?

.94, Who is the Quality Assurance Manager ?
.95. Who is the Business Manager ?

96. Who is the Adm nistration Manager ?

.97. Who is the Security Manager ?

N T T e

.98. Is there a Conputer Manager ?
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1.99. Is there a Methods Adviser ?

1.100. Does any i ndividual undertake nore than one role ? Is
there any possibility that the effective performance of
these roles could suffer as a result ?

Security and Confidentiality

1.101. Who has overall responsibility for the security of the
CLEF and production of the Security Manual ?

1.102. Does the Security Manual adequately cover the areas of
concern |aid down in UKSP 02 ?

1.103. Are CLEF staff positively vetted ? To what |evel ?

1.104. What facilities exist for secure storage of nedia and

docunents ?

1.105. What are the arrangenents for maintaining task
confidentiality ?

Eval uator Status and Trai ni ng
1.106. What is the Eval uator status of CLEF staff ?

1.107. What Initial Training is required and how will it be
arranged ?

Provi si onal Appoi nt nent

1.108. Has a formal application been nade for a Provisiona
Appoi nt ment ?

1.1009. Has a proposal been submtted to the Certification Body
detailing how the applicant conpany plans to set up and
manage the CLEF ?

Prelimnary Meeting

1.110. Has the Prelimnary Meeting been held ?

Initial Training

1.111. VWhat Initial Training has been arranged ? Wio wll give
it and when ? What will be covered ?

UKAS Accreditation

1.112. Has formal application been nmde to UKAS for
accreditation as a testing | aboratory ?

1.113. Have copies of the CLEF Quality and Security Manual s
been sent to the Certification Body ?
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Trial Eval uation

1.114. Has a TOE been identified for use as the trial
eval uation ?

1.115. Has this been agreed by the Certification Body ?

1.116. How far has the trial evaluation progressed ?
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H. CLEF ANNUAL REPORT

I nt roducti on

1.117.

CLEF Appointnents are reviewed by the Certification
Body annually. Prior to each annual neeting (see
Paragraph 4.12), the CLEF is required to submt an Annual
Report to the Head of the Certification Body. Thi s
report provides a summary of CLEF activities and
significant events over the report period. It also
provides the CLEF with an opportunity to outline future
pl ans and to raise any issues and concerns relating to the
operation of the Schenme. The content and suggested fornmat
of the CLEF annual report is as follows:
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MANAGEMENT SUMMARY /HIGHLIGHTS

Summary Report highlighting any key issues contained in the remainder of the report.
TECHNICAL REPORT

General summary of CLEF work and staff allocation

A summary of any pre-evaluation consultancy activities

A summary of any non-Scheme work being conducted by the CLEF

COMMERCIAL / MARKETING

Any issues / concerns the CLEF wishes to highlight concerning commercial and marketing aspects of
CLEF business and the Scheme in general.

APPOINTMENT ISSUES
Any issues/concerns that the CLEF wishes to raise concerning CLEF Appointment.

SCHEME ISSUES

Any issues/concer ns that the CLEF wishes to raise concerning the Scheme, for example:
- uptake of the Scheme;

- Mutual Recognition;

- new CLEFs;

- Scheme publicity.

UKASISSUES
Any issues/concerns that the CLEF wishes to raise concerning UKAS Accreditation.

MANAGEMENT AND ADMINISTRATION

Any future plans or potential problems, for example:

- accommodation;

- security and confidentiality;

- certification Body liaison;

- relationship with parent company;

- any issues that may effect independence and impartiality.
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